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1.2 szuvdumadidn wunefy sruueIeTIedumeSInLUUIANS

1.3 WHUAINNITIYaNABLAS B e umaTilantelulssmA wuNeTd LEUAINANSLTIURD
\nset1edumesidnnieUseive (Thailand Domestic Internet Exchange) 484811 uANENSSUNNS
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LASBYILBUMNBIIURTEUI1NUSEINE (Thailand International Internet Gateway) U99d1UNUARIENTTU
AN15n528LE89 NANSINTIAY waENANITINSANUIANLAIINF UseTRoudaniau 2563 wsoluy
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1.5 Local Link uneds suiunmsideuselassinessuudeasmealuladansaumeasswinan
#Hufl (Local Link) sswireuminendefiuinenans 9 vesumiinends

1.6 UniNet nunede driinsuuimsmaluladasaumeaiiiawauinisdne d119neu
ABENTIUNITNNTRANAN

1.7 nswivSatenasuimanisldau mneds nsmvideenasusinanisidautomn
gt adiudeyaitliiiu 7 fu deutuauesian deyausniduty, #Uuni, ifou uasl

2. seaziBuanazdanInuAn1sn tgusnng

2.1 unMingnaedesansaldusnisdumesida aesnsiaimit melulssmeldtosnin
4.5 Gbps waganUszinelitdounit 3.5 Gbps L%ﬂﬂé’aﬁwﬁﬂmum‘uﬂu%’wi’mL%mimimaqéﬂﬁlﬁdﬂ
TnsmeflauenadeuanadumenisienseileliliiAnns Down Time luynnsdl sntiuseuulni
speuminedodadouriiu TnsBunindeufuienaisiauasiaiiieUsenounisiiarsan win
AENTIIMSARANNEsd siauesimiesanunsalideyavioduadliiuumiine dels
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2.2 ITYATANeNdE faey w uathailen sunawles Taindedlul fosanunsn
Tpumedidnsmesasiauiiliddesnit 1 Gbps Weusaudieslimstansssuuasetis 81A13
dnAdvaiiansfine Tasymnalauenadeuanadunsmsideuseifielslfiinns Down Time
Tunnnsd snfuszuuliiiesumingrdedaderintu Tnsdunmienfuonasiaussinile
Usenaunsfiansan mnamgnssumsineuasdengiaussiade saunsalideyavietuasliify
winenaelel

2.3 Wninends Fesanunsaliuinnnasdeuselassiigmsfeasuazssuuiaietng
Sumesidslundaziuiidantsfine TaensfiauesadeuanadunensidoudaiieldlfiAnns
Down Time Tunnnsdl snifussuuliimesminerdedndoaindu TasBusmientuionaisiaue
AieUsEneumMsiansan mnauznssunsiarNasdensiauesimdesanansalidoyanio
Puadlituuminendold dediseaziBondialuil

2.3.1 fauenaasdoadousiauuy  Local Link  Tudiqudusian dseg o druausian
gunoudsy dwiadeddul fedhsenuilddesnin 200 Mbps
2.3.2 fiaueaasdoadendaiuy Local Link lugvineunusisesaay g o taail
236 | 3 suavmy sunewiownigeden Jwrinwigesasu desnanusilitesndt 1 Gbps
2.3.3 flaussaasdeadeusionuy Local Link Tudserasatundseasdfuniu
weluladansauina warineuins quduaitu deog o duaavads-Aindn Sunewidy Smindedn
musnsauiilidesnit 2 Gbps
2.3.4 flauosIAdesaunsafiinua 1P Address fumingndeldsunisdnassuas
Uninet Tianunsaldeuldlaeliniuaunsaishwiainudaeadeuuiasetionauiiameslussdu
wannaLAtu (Application Firewall) ﬁé’muaswmaﬂ&y’ﬂﬁﬁ’uwﬁwmé’a
2.3.5 flaussimazdesdiiunisidaussuuy Local Link Tngfosanansauimsdnnis
spuuA3etY a esudmstansseuuiaietns ernswalulafasauna $u 3 geuminends 16
ogutiandail
1) ynuiidansidounsaeudosanansaldau IP Address WUy Dynamic Host
Configuration Protocol anuwinenaals
2) ynfuiidanisifounisasusiesautsoldaiu Domain Name Server 911
wiinendald
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3) yniufidanisideunisaeudesanunsouimsinnisfuanaiuuazn1 s5nu
anuUaeAdiuuusEULIATUEARNRINRS nuinedeld
4) ynituiidanisFeumsaounzdosannsalidoyamsaumaanimiing dels
5) nnfiuiidan1sifounisasuassesanunsaldmussuulnsdmiiugiures
WNINEFEHIUTEUUAT RN IEABURIWBS A
2.4 lunsaifszuuiaSetnedumedidnuas Uninet laianunsaldeonls Tasstnensdeansuas
ssuuAsetiedumesiin veulauenadesainsaliuinsdumesilala
2.5 Tunsdliiszuuiaietisdumesidnvesiauesialianunsaldoulsd lassemsdoans
warszuuAseTIedumesidn ¥ae Uninet siovanuisaliudnistumesidale
2.6 flauesAdesannInsesiunsveetesdynnting uagunsainne o Auvinede
$owa Tunsdifluminerdeianusndudeddlufanssuitdwey Wunsdifuee wu ausunseswniu
Baya1ins msamadeudeuvesindnw wiedu q fuminendudese
2.7 flavenadsanandiiiusgredaulumsdavidumsdsestiuminendeiideudsly
nniufidan1sinvivesuming1deiieldlfiAianis Down Time Tunnnsdl snfussuulniinves
wingdedatanvindy TnsBunmieutuionasiauenaiiieUssneunmsfiansan MnAlENTINNTS
Wemnuasdensfiauenaidesasnsalideyandotuadlifuuminedeld Weldminedy
annsaldszuunisideuntsasuseulal ssuvasueaulat uavssuudy q funinerdedesvelid
Usdngnm
2.8 Qmuaswmﬁaﬁmmmaﬁ’mcgwmlml,ﬁaﬁmmL“‘?iamviaﬁqﬂLﬁuWNﬁuﬁumwé’mmmﬁumn
d1509 , Router , Switch uazgunsaidu 1 Asududmiunisiass wieuussauamuassniuns lu
nsuluAn Configuration $aufugliuinissneduiiuminedelivinisey weldauisaldau
Bumnesideld
2.9 fauenasesliuinisssuuedetedumesinuruminedunasn 24 daluslsifms
Down Timelunnnsdl snifussuulwihwemmiingdodndeavindu
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2.10 flauesmasdasiasulusygnUsenauiamsinsauunay lunistivinisdumasiie
wuuivils Tnedesdl Gateway Wuvawnues Mdeulussgliuinsdumesidalusinauseme (ISP to
Intemnational Intemnet Provider) w3agfluinisdearsuanidsudoyaduinesidniiaussina
(International Internet Gateway : IG) TngpuandRveslassiedumesidanulueyyinuuuiinis
shednsianudisanlaidesnit 40 Gbps lnsdedaununmnisideudeindetiedumesiinsening
Uszine waedudununisldnulutiagouliiuy 70% vesdnsausivmn $193ea1nnsanude
narsUiuansldeu Wuuuumdauenasidussian uwazdlaueaazsodinmadeuluds
THuinsAeansuanidsuteyadumedidnnielutsemea (Thailand Intemet Exchange :IX) ag#asil
2astdoulosiugliuinisdearsuaniasudayadumesiinaislulssina (Thailand Internet
Exchange :IX) agatioe 2 §liusnis lnsvuinvestesdyainvsiasdvunauiilivesnitaensi
gsnmEITiaue waninsdunliiduegisiaey wasanumiinuiomndeditesnin 350
Gbps. Inguruammsidenseiadotiisdumesidnmelulssve uasiiusinumsldnulutiagiull
A 70% vesdnsiananiationun $redsainnsudatenarsuFuianislden Tuuuundaou
LANAITEUBTIAT

2.11 fravesmazdesiidinnuauluimindednl Fudeudodygnudumesidnluds
nyewnumuast fonsmudalivesndt 30 Gbps waziivunanisldnulutlegtulidiiu 70% ves
Sameudaiun sufauelitunmivendedie TnednredsannsvsizaienansuFunmunsldan T
WUV BULBNESLEUBTIAN

2.12 {Laues1A1ReIdnin Web Site d1munsivasusuianisldeudunesidia (MRTG)
nniduneiideudelifuuming1ds suwdeiidendoludsfuiidaniaounisasusiia q vos
unTiveduogedesdalul 1) nemuansuiinunsldauiomn 2) nsmuansuiinaunisida
aeludseme 3) nsmuansiuiunisldauiissema 4) nsmuaniuSuiunisldnuveseudiy
5) nsluansUSunanisidiuvegudiiian 6) nsmkanSununisldnuvedineiunulsesaau

2.13 Qtauammﬁauaummumﬁm&”’q (Installation Plan) sguvatedygiuuazgunsal
deansdu 9 wazuaulunisuiudsussuy Wislduninendeldnudumesidnld Trefisoziia
sfiunstassldiin 20 Su dudaeniuamsludye
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2.14 nsTuinsdumesilinfiuniinende Fedlifimsdigavieunniaslsinsdla 4 sidu
dmfunnituidansGeunisaey winfimudigaunnsesdesannsoldenilinigly 1 92l waszdeq
unwsaslaliiiu 2 adwiaiieurefuiidnnsGunisaouanmineds Tnsudsdeyanisdign unndos
Tuminedeiunsiu sminerdedaviveAunazuiudutuaudmiuildssylTudyan 29
ansarsdsugliuimsnelvdlsviud lnefiauesaoslidosommangrunefuuminedy uag
winingdeazsesausaldaudumesidedeluls aundwvinerdeasdamgliusnissglnd wasvi
msfnsaszuilmiGeuies lnealddedeadulumussdeuiag

2.15 flauesimazdesdineaunisidnulifuuminedeiunsunifieuiunainui
WNIngRefinum

2.16 fauasimaeslivinisssuuniduniawuulauiia (Dynamic Routing Protocol) fiu
uinedouaslunsdifiunivendoiinnauszasdesiudsunladoivun viieulsuigvasszuum
duvmanuulaundie flauesmasdesiidumsliuduasanielu 3 49l auiminerdedesve loy
LyiAnanlgang

2.17 frauenimdedliuinsssuudisedlamy (Secondary DNS) fuuvminendy  waylunsel
fuingrdefianuussasdazidsunasdorimuandeulouislamuvesmiineds flauesian
wsesiuumsirudiaiansly 3 2l awfiuviinededese Tnglidaalddeiudy

2.18 nsdisenudinmunsldnudumesida (MRTG) Afiauesiadavintu linssiud
wningrdevinisiiviuinl? Witewissnuvesminedoluvdn uuisraunsawanddidiuld
Teumvingaeiiadeianain

@

2.19 grauasiaazaeshinuiunisUanudesdygyiu (Filter Port) wiateyala 9 vas

o

2

uningrdetennianudnfudediniuteyala q asdesldiummunfiuteuanuminerdorou
fagiiuasfoilutnaniitaiy Wieiadiouirszuuinnistades wiverdvannsovefunasusu
HuRunmswnuildssyliludayan

2.20 {LauesIAIRelTzUuLIWMATATRNSRULATEULYRINMINGIAY N1NTBAINN WAL
LuUsIwandeanis e-Mall wioufuidadntnaufiawsauflumgindedldnnnsd vinis
wivendemasn 24 Halue Liiuiungasionis

221 madawndademnnsd wniveduSutunaifiamsdadesmusisnuuiaumsld
11U MRTG Tude 2.12 mefiauemadesdadiuaniitivuninedelasudsdiuanlunisseniy
AusnisTedeuluseuiaudnly
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222 fiauemadesiniunsliszuudume fidaiifadssesiunsldoussuulnsdwiszuing
HuiiansGoumsaeulsifuuni

2.23 {iauss1Afaedan Public IP Address v.4 famafouluuuuninedelaidesnit 1
Class A %39 2 Class C

2.24 faupsiAReddan1s Public IP Address v.6 Tituuminendeldanulalidesnda 8 P
Address dw5UlU3N1S DNS way Web Site 909u113IMeNay kasvulsnu

2.25 frauasiaseanniiun1sdanigunsalsesu Link 4.5 Gbps uas 3.5 Gbps 14 waz
aw1snUsEnIA IP Address ALF3UN15TRA5591n Uninet iiiglianinsaldeuszuuiaietiedumeiiin
984 Uninet &

2.26 fauasiasesdniiun1sianigunsaisessu Link 1 Gbps ¥89 Uninet 9l waganunsa
Usznel IP Address 7ilé3un1sdaassatn Uninet iitelwanunsaldeussuuia3etiedumesidnves
Uninet 191

2.27 flauesiadesiimadeudessuuiiatioasuinnes anerasdinauine s
wigasdau lUdieasininag Inewanigesasu flgany Fiber Optic wuu Single Mode Ainfns
Meuang1As Tnsanunsalduviutua iiuasiinsizmandesiudnitaung (ARSS : Anti Rodent
self support) wazuduaeleniniuasiiausoiieiu vie Seeviotlsdulnedlassatransizman
(Armored) fianunsatlosfudnivderasdaunseunnlauarsloufiduadliddosnia 24 Core nou
gUnsafUszneunasgdeasuuuiiantinalsivosnd 12U wieuudnlnlsitiesndr 6 v

2.28 flauesaderiinisifeusaszuuiasetieasuinnesainermsdinauine i
wigasaay luferanslsadouada snanulgasdau meaie Fiber Optic WUU Single Mode ¥iin
fasanrguenainis Tnsarursalduruduianiniuasfinsemdndestudnifaung (ARSS : Anti
Rodent Self Support) wardaduansloufitiuasfianunsotledu vie Josvisiladulneilaseairanse
wdn (Armored) fianunsatlesfiudnivdevesdinunseunnlauaelowiiuaslitosndt 48 Core nou
gunsafszneunayideasuuuiandinnalitosnd 12U wieuudnlnlitiesni 6 v
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2.29 fiauenadeshmadeusessuueietisneufiumesannenanslsuSouaidn Inenan
wigasdey Wdemsufuinisnans Inenusuigesaau meeaie Fiber Optic WU Single Mode %iin
fndanieusne1ns esaunsolduriutuainiiwasiinszmindesfudnifaung (ARSS : Anti
Rodent Self support) wazdaduaeloufniuafianansaileiu vie euvieildulneilasaiiunse
widn (Armored) fianunsatlosiudnivdevesdinunssunniauaneloufiuwadidesndn 12 Core wiay
gunsaiUsznouuasgdemsuuuinniluunalidesnit 120 wienudnlnlsivosndn 6 des

230 fiaueniadenihnmsideudessuuinietuneufanesanenmslsuseuadn nean
wigosdeu ludsenasveayn Ineunulgasasy Awaiy Fiber Optic WUV Single Mode FiARnR
Meusnanas lnganansalduruiuaniwiuasiinsizimandesiudninaung (ARSS : Anti Rodent
self Support) warduduansloufriuasfiamnsaileiu vie SeevietlRulaeilnseatransizman
(Armored) fianusatlasfudnivievesdiaunszunnlauansloudiiwaslidtesnit 12 Core wiax
gUnsalusenevuargdeaisuuuAanderuinlitesndn 120 n¥ouudnlulidesni
6 o3

2.31 flaueadesinnisidessessuuiaietnereuiinoiangadenseanslouiniue
U3hiuntimennmele 3 gudusisy ludmennmds 4 Auduaiiu feene Fiber Optic WU Single Mode
siaRnfaneuens1ns lnsannsalduiutuainihuasiinsemindestudnifiauns (ARSS : Anti
Rodent Self Support) wardaduansloufiuasiaunsoilsiu vio Joovieildulnedlaseadanse
wdn (Armored) fianansatiestiudnfdevesdinunsesunnlauaneloufniuaslitesndn 12 Core wiou
gunsalusEnay

2.32 flauesiadioniinsdam uagindigunsaiinmariasndsuuaietiononfinmes
Tuseduwenwaiady (Application Firewall) fisesfiuseanEniwnisviienu (Throughput) ¥84 Firewall
swazdon seeluil

N o = A o v o .
1) Wugunsal Appliance floanuwuudunaniy wWevimiiidu Next Generation

'
i o/ o

Firewall waefivursUszananaiduwuy sPU tevimiilatuayunisitaute s
gunsal

2) qﬂﬂsaiﬁﬁ'nauaﬁaﬂagjagmﬂﬁ Magic Quadrant for Enterprise Network Firewalls
2017 wag Magic Quadrant for Unified Threat Management 2017 luszéiu Leaders

Jrmuaseazidenauanme

Y5a3l -

3
ens
= v v ¢ a a V '
(WEnInsfiua unafadey) (wgamun uzluiiisd) (WeY)s Quukau)
aw (%o : 9{ < € o
WedTanidy dseln) (Wwangd Weng) (®1913687119 In9560)

v =) o
Eﬁi’!ﬂﬁﬂiﬁ"lﬂﬁz YARMANYS

s

(WASiey Wewudnsa)



8-

3) guUnsalazdiosdl Interface dm3ulenmaTEUULASEIBUUY Gigabit Ethernet(RJ-45)
laitlesnd1 16 9a3uas wuu Gigabit Fiber (SFP) fises¥unisinng SFP Transceivers
ludawnin 16 999 waz WUL 10-Gigabit Fiber (SFP+) fisos¥unisingia SFP+
Transceivers itiaenin 8 483 Iaevn Interface 3zApsam1sanmun ( Interface
Rule ) 1Ju LAN \WAN %38 DMZ I wagau1saninun ( Interface Zone) ﬁz"{@jua
szuusmuntunes telaedase wio awisaiinualiiu Interface dusuria
HA 16t

1) gunsaiagdesd Storage n1elu vualsitionndn 24068 S 2 Fu

5) fianusalunisviieru Firewall Throughput ( 1518 Byte UDP ) liitisenin 72
Gbps

6) dau1sasesunisidendandaudu (Concurrent Sessions) TCP lélaitiaeandn
10,800,000 Sessions

7) annsansasaeusasdestunislaufinietieusean IPS Aidannudalunisvieu
Throughput (Optimal) leilidesnin 13.5 Gbps

8) awnsavhnmsidienles IPsec VPN dafinnnudilunisvhenlsitiosndn 45 Gbps

9) awnsavinisidanles SSL VPN 91nwe3es Client Liitfaandn 9000Users Tagliidas
Foaldieifiuia

10) @11150U3MI3N159AN159UN T8l Console Wag Web Browser 14U Firefox %138
Google Chrome 14

11) @u150@579 Firewall Policies Nauna uAusewIg IP Address, User, NAT, Security
Profile nelé Firewall Policies Tudatsigaiula

12) aansansiaduuastlosiu Virus Arusnfulusinaea HTTPIMAP,SMTP,PO3,MAPI
way FTP 1

13) anansovinanuludnwae SD-Wan ﬁﬂauamﬁumwm Traffic WUU Load Balancing
1N AMATINWYBY Link LU Latency, Jitter, Package Loss wae Load Balancing 310
Cloud Service wu Office 365 #ifins Update Uoyaonluila

14) grunsatUeeiu Spam Email @1875 IP address check, URL check hag e-Mail
Checksum 1@

Jinuaseasidunamanyug
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15) gunsaifiesdissuudasriu Web Application ( Web Application Firewall )

16) a1u1505895Un1sHIILAY PV6 Tededl Routing, Firewall, UTM, NAT64, NAT46,
Psec tngliFoaduenldinefiudy

17) 5895UN139519a0UK 491U (User Authenticator) fiu Local User anglumgunsalias
LDAP uag Radius 53uflea1u13avia1uuuy Single Sign-On fiu grudayagldanuuy
Active Directory (AD) Wag Radius 191

18) @111505895UNSHIULUY Two Factor Authentication lilaglaifiasngs Token
Server

19) ansontsssiuresiguassuulivatsszduiiieauUasnforeamsianisgunsed
17 Administrator Profile

20) ansnsoaseUaydnldau (User Account) Ussunv Guest vise Temp User fiflswanu
WUUG (Random Password) uazansnsafissitiydgldansnanluguuuus (Ticket
) e

21) @111505995Un15UFMsTnN1saUNsalnssatedyyiawuuliane (Wireless
Controller) fisesfunsifeuregunsainszaredyainuuuliats (Access Point)
meldivaiReafuiugunsaiimnenuasads duaus

22) @908 Log WU Syslog muunsgiu RFC-3195 uag CEF TUgs Server nnauenlel
11NN 1 Server

23) anusaivuataam Update Signature Tvai dfagnatioann 4 1 dalus

24) s095unmsvieudnualy Virtual Domains l¢ag19tiae 10 Virtual Domains

25) gUnsalfadl#¥uUn155U589990 ICSA Labs Wil Firewall, IPsec, IPS, Antivirus, SSL-
VPN uwag IPvé

26) gUnsaliminaussowruansgIu FCC way UL

27) gunsaiassiesliunatngliiuuu Redundant Power Supply

28) E;Uﬂsniﬁmual,ﬂmmu Enterprise License

29) gunsalasesannIIRTIRdeu Virus Mjslandgunsaiusunn Mobile Tngtamne

30) amﬁnﬁﬁa:&aﬁﬁv’ulﬂmmaaummLﬁaaluisuu Sandbox Cloud Litens13@8y
Unknow Malware 16
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Y] v ° o d a '3 A deg va o a o
2.33 {LauesIAFeiin1sdnm inTesneuiiinasuuunnw iedlddmivuinsdanis
gunselinwnnulasasisuuaieveneuiunesiussaunennaiadu (Application Firewall) $1uu 1

= o

i sHiandnunresaiosfwolull
1) fvdiedssuiana CPU vila Core i7-10510U viegeni
2) flwheniiudr RAM 9uia 8 GB Wusensiiey
3) & HDD ¥iin Solid State Drive wuu M.2 PCle 3uinA1gliitieandn 512GB eg14tsy
1
4) fleadeuseszuun3otenuy Gigabit Ethernet
5) fiminmeuansnaTimiznmud1 2B vegenin
6) feuailinesiuu LED (1920 x 1080) aualsitiesnt 14 i
2.34 QLauaﬂm%ﬁaﬁﬂmqﬂnmﬂﬁf‘fvmqwﬁmmé’aLﬁ@“l‘ﬂumammaauﬁﬁgﬁmm
Sumesiinnn neuenuminends Tagludnalddedndu fd
1) 88w (SIM) 284 DTAC, AIS , True uag Cat smesnsiamsilitesnit 4 Mops waz
i USB Air Card fises¥umsldanda (SIM) Miaue sgiies 2 4
2) fiauesinvzdosdanigunsainszsatedyyindumesilauuuliaty (Router WiFi)
wuuldda (SIM) vesdiaunsian Mednsimnusalidesnit 10 Mbps 31U 2 99
Tfuuminerduiielddmiunisussquesulay nsdinszuuisetiedumesidaves
_ URINY G ETAUDY
235 fiauenamdesihmsideusessuuiaietndumeiidniieliuminerdvanunsalda
sEUVUSMINIsRUNIsAdINIAsguUUBanvselind (https://webonlineintra.gfmis.go.th) A7852UY
wsetangluresminedelunniuiidanisiounisaey
2.36 fiauenimdaninstenusuany Fiber Optic Mdeuseszwiteerans 5 gudidesta T
Srormsthunnyaains gudiden’n uazermsenamnssudad gudiied
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